Abstract-The single letter substitution encryption is the basis of the most widely encryption methods in cryptography. Therefore, it is extremely significant for the development of the cryptography to decipher this kind of encryption efficiently and correctly. Researchers elaborately analyzed the features of frequency analysis algorithm and the pattern matching algorithm as well as combined the strengths of each algorithm. Aiming at the circumstance that the cryptogram transmission channel has some noise interference, researchers finally designed a cryptanalysis algorithm HCCA based on hill climbing algorithm, according to the statistical regularities of nature language and the pattern characteristic of different words, which is on basis of the two algorithms mentioned above. The results of experiment showed that the cryptanalysis algorithm HCCA could decrypt the substitution cipher efficiently and correctly. In addition, the cryptanalysis algorithm HCCA could still complete the decryption work correctly under the circumstance, and there exists some noise interference in different degrees.
INTRODUCTION
The cryptography mainly consists of the cipher-coding and the cryptanalysis. The primary mission of cipher coding is information shielding by coding the information. And the cryptanalysis primarily researches on the plaintext information acquisition by analyzing the cryptogram. These two theories collectively promote the development of the cryptography. Moreover, the research of the cryptanalysis mainly focuses on the strong attack, current cryptanalysis [1] , differential cryptanalysis [2] [3] [4] [5] and so on.
The single letter substitution encryption is the basis of the most part of encryption methods in cryptography. So it is extremely significant for the development of the cryptography to decipher this kind of encryption efficiently. Aiming at the decryption of the single letter substitution encryption, researchers brought up a cryptanalysis algorithm HCCA based on the Hill Climbing and compared the frequency analysis with the pattern matching.
II. FREQUENCY ANALYSIS
In cryptography, the frequency analysis [6] [7] researches on the frequency of letters or monograms appeared in the text. It can be found by analyzing a large amount of English literature that the relative frequency of the appearance of letters is stable. (descending order): TH HE, AN, IN, ER, ON, RE, ED,  ND, HA, AT, EN, ES, OF, NT, EA, TI, TO, IO, LE, IS,  OU, AR, AS, DE, RT, VE, ON, ST, NT, NG, OR, ET, IT,  AR, TE, SE, HI;    The correspondence rules of the trigram  (descending order): THE, AND, THA, ENT, ION, TIO,  FOR, NDE, HAS, NCE, TIS, OFT, MEN;    The correspondence rules of the quad grim  (descending order): THAT, THER, WITH, DTHE, NTHE,  OTHE, OFTH, TTHE, FTHE, TION, THES, EAND,  HERE, INGT, ANDT, SAND, ETHE, THEM, THEC,  NDTH, TOTH; International Conference on Logistics Engineering, Management and Computer Science (LEMCS 2015) Consider that the intervals and punctuations in plaintext are all deleted after the encryption, it's necessary to segment the cryptogram by different lengths. In order to obtain all the continuous letter monograms in cryptogram, researchers segmented the cryptogram by dislocation segmentation. EXAMPLE 1. The cryptogram has a length of m, researchers want to obtain all the continuous letter monograms which length is n after segmentation. The segmentation processes in n times:
The first time: Segment and save the cryptogram in every n characters from the head.
The second time: Segment and save the cryptogram in every n characters from the second character.
The last time: Segment and save the cryptogram in every n characters from the nth character. It is known by the characteristics of the single letter substitution encryption that KEY is a string of 26 bits, and the i th bit represents changing the i th letter in standard alphabet of plaintext into the i th letter of the KEY. In order to get the KEY, researchers built up a waiting queue sorted by probability to every bit of the KEY, and stored these queues into a 26*26 waiting matrix W_Freq. The value of W_Freq[i][j] represents probability that the i th bit of the KEY is letter j. According to the laws set up above, going through the frequency analysis by cryptogram, counting up the probability of certain monograms appeared in cryptogram and sorts them in descending order. Compare the sorted results with the laws above, supposed that the monograms in same sequential position are the corresponding relations of the cryptanalysis, and update waiting matrix in turn.
The algorithm flow chart is as follows: 
III. PATTERN MATCHING
The foundation of pattern matching is the limited English vocabulary, and the letters in words are all sorted in some rules, not randomly. EXAMPLE 2. "Attract" and "osseous" are the only two "1223142" patterns in English. That is to say, if there is a "1223142" pattern in cryptogram, researchers can guess it as "attract" or "osseous". According to this principle, screen the word patterns in cryptogram in a special word pattern library, and then researchers will find the most matching KEY.
In order to build the word pattern base researchers need, it's necessary to subtotal the common vocabulary by length and the letter sequence. Then generate the pattern matching library. After modeling there are some patterns. At the same time, count up the corresponding word frequency of every pattern. Then researchers will get a "pattern -frequency -pattern" list as the word pattern base. Consider the number of patterns which length is less than 2 is so large that makes no difference to the actual matching. Therefore, researchers delete it in the word pattern base. Consider the number of pattern that the length is less than 2 and it is so large that make no difference with the actual matching. So researchers delete it in the word pattern base. The final word pattern base has 1935 kinds of patterns. Parts of the patterns are as follows: In order to get the KEY, built up a waiting queue sorted by probability to every bit of the KEY, and stored these queues into a 26*26 waiting matrix W_Freq. The value of W_Freq[i][j] represents probability that the i th bit of the KEY is letter j. According to the word pattern base above, going through the pattern matching by cryptogram, if has matched the fit pattern, for example, if researchers got the "1223142" pattern in the cryptogram, researchers can get it from the word pattern base that there are only two words in this pattern which are "attract" and "osseous". It showed that the letter in position "1" has a probability of 1/2 to be "a", and the other 1/2 is "o", then update the W_Freq waiting queue by this. 
IV. HCCA -THE CRYPTOGRAM ANALYSIS ALGORITHM BASED ON HILL CLIMBING
We could see that the two kinds of decipher methods above have some limitation. So researchers consider combining their superiorities and designing a comprehensive cryptanalysis algorithm. This algorithm skillfully brings in the hill climbing algorithm while deciphering. Hill climbing [10] [11] each time chooses an optimal solution as current solution from the near-optimal solution space until achieving a local optimal solution. The main shortcoming is that researchers may get into the local optimal solution but not always achieve the global optimal solution. It is shown in the following chart: Suppose Point C as the current solution, the hill climbing algorithm will stop search when gets the local optimal solution (Point A). Since Point A can't get a better solution whichever direction it moves. The comprehensive cryptanalysis algorithm made the result that generated from the two decipher methods as the beginning of the hill climbing algorithm, which decreased the height gap between the top and the bottom. So that a small move could make it from point A to point D, which reduced the possibility that Hill Climbing fell in the local optimal solution because of the self-defeat.
There are the pseudo-codes of the algorithm: It can be found in analyzing the results above that the KEY matching digits generated from the frequency analysis algorithm floats slightly, but the integral level is low, and the matching digits are all lower than 10. The pattern matching algorithm is better than frequency analysis algorithm on the whole, but there is also slightly float. And these two kinds of algorithm too rely on the quality of cryptogram while deciphering, so they can't decipher the cryptogram effectively when the quality of cryptogram is poor. So here comes the HCCA. It combines the two algorithms above and gets both superiorities. It works out well no matter the length of the cryptogram is long or short.
A. Evaluation of KEY's Matching Digits

B. Evaluation of the Influence that Interference Made to KEY Matching Rate
In this experiment, p1 represents the probability that character is missed during the transmission, p2 represents the probability that character is normally transported but is added a random character after, p3 represents the probability that character is tampered with a random character during the transmission, 1-p1-p2-p3 represents the probability that character is transported normally. Consider the actual cryptogram transmission interference extent, set the minimum of the interference extent as 1%, set the maximum as 10%, set the stepping as 1%, on circumstance of long cryptogram and short cryptogram, test the model by the standard of KEY matching digits. The length of the long cryptogram is 2000, the short is 170. It's shown in the result that when the cryptogram was long, the interference extent made little difference to the KEY matching digits. But when the cryptogram was short, KEY's matching extent more than 5% when the KEY matching digits declined instantly, and at this moment the algorithm made no contribution to the decipher. So the KEY researchers got had no reference value at all.
VI. CONCLUSIONS
On basis of the further research of frequency analysis and pattern matching algorithm, researchers combined the superiorities of the two algorithms, brought up a comprehensive cryptanalysis algorithm based on the hill climbing algorithm. And researchers achieved the decipher program according to the comprehensive cryptanalysis algorithm, tested the normal cryptogram and the cryptogram interfered by noise. The experiment showed that in all circumstances the algorithm could enhance the decipher efficiency sharply so that the single letter substitution encryption could be deciphered effectively.
